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1 Introduc.on
A	
  key	
   component	
  in	
  ensuring	
   trust	
  and	
  security	
   in	
  ICT	
   systems	
  will	
  always	
  remain	
  the	
  human	
  one.	
  
Ensuring	
  authorised	
  access	
  to	
  systems	
  and	
  services	
  at	
  the	
  appropriate	
  level	
  for	
  each	
  exchange	
  is	
  of	
  
key	
   importance	
  to	
  establishing	
  end-­‐to-­‐end	
  security	
  and	
  trust.	
  In	
  this	
  respect	
  biometric	
  technologies	
  
provide	
  a	
  vital	
  component	
  for	
  establishing	
  and	
  monitoring	
  the	
  human	
  element	
  in	
  the	
  ICT	
  trust	
  chain.	
  
The	
  posi@ve	
  impact	
  of	
  biometrics 	
  as 	
  an	
  automated	
  recogni@on	
  technology	
  can	
  be	
  in	
  seen	
  in	
   three	
  
areas:	
   enhancing	
   security,	
   convenience	
   and	
   efficiency;	
   thus 	
  facilita@ng	
   cheaper	
   and	
   more	
  usable	
  
security	
   solu@ons.	
   Automated	
   border	
   passage	
   is	
   a	
   clear	
   example	
   in	
   which	
   all 	
   these	
   aspects	
   are	
  
evidently	
  present.	
  In	
  other	
  applica@ons 	
  focus	
  may	
  be	
  more	
  on	
  one	
  or	
  the	
  other	
  of	
  these	
  aspects.	
  For	
  
a	
   successful	
   deployment	
   that	
   may	
   delivery	
   on	
   the	
   full	
   promise	
   of	
   biometric	
   systems	
   careful	
  
considera@on	
   should	
  be	
  given	
  as	
  to	
  how	
  these	
  technologies 	
  fit	
   into	
  the	
  overall 	
  applica@on	
  and	
   its	
  
context.	
  This	
  calls	
  for	
   a	
  mul@disciplinary	
  approach	
  that	
   includes	
  technical	
  as	
  well	
  as	
  non-­‐technical	
  
considera@ons	
  including	
  societal,	
  jurisdic@onal	
  and	
  psychological	
  issues.	
  

While	
  research	
  in	
  the	
  field	
  of	
  biometrics	
  technologies	
  has	
  been	
  on-­‐going	
  for	
  many	
  years,	
  important	
  
research	
  ques@ons	
  remain	
  unanswered	
  and	
  now	
  more	
  than	
  ever	
  require	
  our	
  urgent	
  aJen@on.	
  Given	
  
the	
  mul@disciplinary	
   nature	
  of	
   biometric	
   systems	
  and	
  deployments	
  and	
  given	
   the	
   large	
   range	
  of	
  
scenarios 	
  for	
  the	
  applica@on	
  of	
  biometrics,	
  on-­‐going	
  and	
  mul@disciplinary	
  research	
  must	
  con@nue	
  to	
  
ensure	
  that	
  the	
  promises 	
  of	
   these	
  technologies	
  are	
  realised.	
  Research	
   can	
  be	
  divided	
   into	
  generic	
  
methods	
  for	
  improving	
  performance,	
  and	
  on	
  applica@on-­‐specific	
  techniques 	
  and	
  methodologies.	
   In	
  
the	
  laJer	
  it	
  is 	
  essen@al	
  that	
  developers	
  and	
  users	
  of	
  biometric	
  systems	
  (including	
  industry,	
  academia	
  
and	
  governmental	
  organisa@ons)	
  must	
  have	
  the	
  means 	
  to	
  independently	
  evaluate	
  the	
  performance	
  
and	
  effec@veness 	
  of	
  these	
  systems.	
  This 	
  calls	
  for	
  an	
  effort	
  to	
  make	
  available	
  open-­‐source	
  algorithms,	
  
sensors	
  and	
  databases	
  as	
  well	
  as	
  for	
  standardised	
  evalua@on	
  protocols	
  and	
  facili@es.	
  

Relevant	
  preliminary	
  work	
  to	
  inves@gate	
  the	
  research	
  landscape	
  in	
  biometrics	
  has	
  been	
  performed	
  
by	
  the	
  recent	
  FP7	
  PSP	
  BEST	
  Thema@c	
  Network	
  ,	
  which	
  was	
  able	
  to	
  iden@fy	
  several	
  important	
  areas	
  
for	
   further	
   research.	
   The	
   European	
   Associa@on	
   for	
   Biometrics	
   (EAB)	
   was	
   established	
   at	
   the	
  
conclusion	
  of	
   the	
  BEST	
  network	
  and	
  brings	
  together	
  key	
  stakeholders 	
  in	
  the	
  field	
  of	
  biometrics.	
   In	
  
this	
  document	
  an	
  outline	
  of	
   some	
  key	
   research	
  priori@es	
  and	
  objec@ves	
  are	
  presented	
  as	
  input	
  to	
  
the	
   preliminary	
   consulta@ons	
  surrounding	
   the	
  theme	
  of	
   Trustworthy	
   ICT	
   within	
   the	
  Horizon	
  2020	
  
programme.	
   The	
   EAB	
   notes	
   the	
   European	
   Commission’s	
   Ac@on	
   Plan	
   for	
   the	
   European	
   Security	
  
Industry	
  ar@culated	
  in	
  COM(2012)	
  417.	
  Significant	
  investments	
  in	
  research	
  on	
  biometrics	
  have	
  been	
  
made	
  during	
  the	
  Framework	
  programmes	
  which	
  have	
  led	
  to	
  a	
  vibrant	
  academic	
  research	
  sector	
  and	
  
some	
  commercial	
  successes.	
  Nevertheless,	
  there	
  are	
  s@ll	
  considerable	
  difficul@es	
  in	
  bridging	
  the	
  gap	
  
between	
  research	
  and	
   the	
  market	
  and	
   in	
  raising	
  the	
  awareness	
  of	
   those	
  procuring	
  systems	
  to	
  the	
  
knowledge	
  gained	
   in	
   EU-­‐funded	
  ac@vi@es.	
  The	
  EAB	
   is	
  a	
  member	
  of	
   one	
  of	
   the	
  strands	
  of	
   work	
   in	
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   which	
   responds	
   to	
   the	
   Ac@on	
   Plan,	
   through	
   ac@ve	
   par@cipa@on	
   in	
   the	
   Applied	
  
Biometrics	
   for	
  CIP	
  Thema@c	
  Group	
   of	
   ERNCIP.	
  During	
   the	
  award	
  and	
   progress	
   reviews	
  of	
   Horizon	
  
2020	
  projects,	
  the	
  EAB	
  encourages	
  the	
  EC	
  to	
  ensure	
  that	
  greater	
  weight	
  is	
  given	
  to	
  more	
  widespread	
  
dissemina@on	
  of	
   the	
  results	
  of	
   studies	
  together	
  with	
  a	
  stronger	
   involvement	
  with	
   the	
  commercial	
  
and	
  end-­‐user	
  community.	
  The	
  consulta@ons	
  during	
  the	
  Horizon	
  2020	
  programme	
  should	
  explore	
  the	
  
appe@te	
  for	
  allowing	
  –	
   in	
  some	
  circumstances	
  –	
   a	
  stronger	
  link	
  between	
  advances 	
  in	
  research	
  and	
  
the	
   deployment	
   in	
   pilot	
   systems.	
   Through	
   a	
   dialogue	
  with	
   the	
   European	
   Commission,	
   a	
   second	
  
round	
  of	
  consulta@ons	
  within	
  the	
  EAB	
  will	
  be	
  conducted	
  at	
  a 	
  later	
  date	
  to	
  provide	
  feedback	
  on	
  the	
  
final	
  proposed	
  agenda	
  for	
  Horizon	
  2020.	
  

Below	
  a	
  number	
  of	
   research	
  objec@ves	
  that	
   in	
   the	
  view	
  of	
   EAB	
  needs	
  to	
  be	
  addressed	
  in	
  Horizon	
  
2020	
  are	
  proposed.	
  Priority	
  research	
  topics	
  are	
  provided	
  with	
  each	
  objec@ve.	
  The	
  topics	
  listed	
  below	
  
may	
  overlap	
  and	
  the	
  lists	
  are	
  not	
  intended	
  to	
  be	
  exhaus@ve.	
  Further	
  informa@on	
  about	
  the	
  research	
  
objec@ves	
  and	
  topics	
  proposed	
  below	
  may	
  be	
  provided	
  upon	
  request.

2 Key	
  Research	
  Objec.ves	
  and	
  Priori.es

2.1 Counter-­‐spoofing	
  and	
  Liveness	
  Detec5on
If	
  biometric	
  recogni@on	
  technology	
  is	
  used	
  in	
  an	
  unsupervised	
  way,	
  such	
  as	
  fully	
  automated	
  border	
  
control,	
   presenta@on	
   aJacks 	
   (also	
   known	
   as	
   spoofing)	
   become	
   a	
   security	
   risk.	
   Therefore,	
   the	
  
following	
  priority	
  topics	
  have	
  been	
  iden@fied:

• Metrics	
  to	
  quan@fy	
  the	
  robustness	
  of	
  biometric	
  capture	
  devices	
  against	
  presenta@on	
  
aJacks.

• Research	
  on	
  countermeasures	
  against	
  presenta@on	
  aJacks.

• The	
  expression	
  of	
  countermeasures	
  in	
  assurance	
  levels	
  according	
  to	
  common	
  criteria.

2.2 Privacy	
  protec5on	
  and	
  impact	
  assessments
The	
  use	
  of	
  biometrics 	
  involves	
  the	
  recording	
  and	
  usage	
  of	
  personal	
  data,	
  which	
  opens 	
  the	
  possibility	
  
of	
  abuse	
  such	
  as	
  iden@ty	
  fraud.	
  This	
  calls	
  for	
  research	
  that	
  on	
  the	
  one	
  hand	
  assesses	
  the	
  impact	
  of	
  
possible	
   abuse	
   for	
   categories	
   of	
   applica@ons	
   and	
   on	
   the	
   other	
   hand	
   results	
   in	
   appropriate	
  
countermeasures.	
   The	
   true	
   challenge	
   is 	
   the	
   use	
   of	
   biometrics	
   in	
   a	
   privacy	
   enhancing	
   way	
  
contribu@ng	
  to	
  its	
  social	
  acceptance.	
  Topics	
  include:

• Research	
  on	
  biometric	
  template	
  protec@on	
  methods	
  that	
  achieve	
  both	
  high	
  protec@on	
  of	
  
the	
  biometric	
  reference	
  and	
  low	
  degrada@on	
  of	
  the	
  systems’	
  biometric	
  performance,	
  
including	
  homomorphic	
  encryp@on	
  for	
  secure	
  and	
  privacy-­‐enhanced	
  biometric	
  comparison.

• The	
  development	
  of	
  pseudonymous	
  iden@fiers	
  for	
  duplicate	
  enrolment	
  check	
  in	
  large	
  scale	
  
systems.

• Research	
  on	
  metrics	
  to	
  benchmark	
  biometric	
  template	
  protec@on	
  schemes.

• Assessment	
  of	
  the	
  impact	
  of	
  biometrics	
  in	
  social	
  networks	
  and	
  the	
  introduced	
  privacy	
  risks.
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• Research	
  into	
  legal	
  issues	
  and	
  frameworks	
  related	
  to	
  privacy	
  protec@on	
  in	
  surveillance	
  
applica@ons	
  to	
  ensure	
  public	
  protec@on	
  and	
  social	
  acceptance.

2.3 Sample	
  quality	
  metrics	
  and	
  measurements
Poor	
  quality	
  of	
  biometric	
  samples	
  can	
  lead	
  to	
  a	
  decreased	
  user	
  convenience	
  due	
  to	
  false	
  rejec@ons	
  
and	
   even	
   to	
   security	
   risks	
   since	
   too	
   many	
   false	
   rejec@ons	
   may	
   lead	
   to	
   changing	
   the	
   point	
   of	
  
opera@on	
  such	
  that	
  the	
  false-­‐rejec@on	
  rate	
  decreases	
  at	
  the	
  price	
  of	
  an	
  increased	
  false-­‐acceptance	
  
rate.	
  Quality	
  metrics	
  are	
  helpful	
  here,	
  because	
  they	
  can	
  help	
  to	
  assure	
  good-­‐quality	
  enrolment	
  data	
  
and	
   provide	
   feedback	
   to	
   the	
   user	
   that	
   helps	
   him	
   to	
   produce	
   beJer	
   biometric	
   samples 	
   during	
  
verifica@on	
  and	
  iden@fica@on.	
  Topics	
  include:	
  

• Research	
  on	
  quality	
  metrics	
  that	
  are	
  predic@ve	
  for	
  biometric	
  performance	
  for	
  fingerprint,	
  
face,	
  iris	
  and	
  vascular	
  images.

• Research	
  on	
  quality	
  features	
  that	
  indicate	
  unexpected	
  user	
  interac@on	
  (e.g.	
  finger@p	
  and	
  not	
  
the	
  fingerprint	
  posi@oned	
  on	
  the	
  sensor).

2.4 Usability	
  and	
  user-­‐awareness
Although	
   a	
  main	
   feature	
   of	
   biometric	
   technologies	
   is	
   the	
   enhancement	
   of	
   user	
   convenience,	
   a	
  
correct	
  implementa@on	
  of	
  the	
  technology	
  is 	
  crucial	
  to	
  achieve	
  this.	
  Main	
  poten@al	
  disturbing	
  factors	
  
are	
  failures	
  to	
  acquire	
  biometric	
  data,	
  difficul@es	
  that	
  users	
  experience	
  with	
  devices	
  and	
  complexity	
  
of	
   the	
  acquisi@on	
  process 	
  for	
  mul@-­‐biometrics.	
  The	
  use	
  of	
   biometric	
   sample	
  quality,	
  as	
  discussed	
  
above,	
  is 	
  also	
  meant	
  to	
  improve	
  usability.	
  User-­‐awareness	
  means	
  that	
  the	
  user	
  knows	
  what	
  can	
  be	
  
expected	
   from	
   a	
  biometric	
  device.	
  This	
  addresses,	
   for	
   example,	
   the	
  percep@on	
   that	
  all	
   biometric	
  
systems	
  are	
  secure	
  and	
  perform	
  well.	
  Research	
  topics	
  include:

• Preven@on	
  of	
  failure-­‐to-­‐acquire	
  by	
  increased	
  affordance	
  (affordance	
  means	
  ‘implicitly	
  
invi@ng	
  the	
  user	
  to	
  perform	
  the	
  right	
  ac@on’)	
  of	
  biometric	
  devices.

• Research	
  on	
  capturing	
  methods	
  that	
  require	
  minimal	
  effort	
  and	
  ac@on	
  by	
  the	
  user,	
  including	
  
mul@-­‐biometric	
  devices.

• Research	
  on	
  biometrics	
  that	
  require	
  minimal	
  effort	
  and	
  ac@on	
  by	
  the	
  user.

2.5 Openness,	
  Interoperability,	
  Modularity,	
  and	
  Extendibility
At	
   present,	
   standardised	
   template	
  formats	
  and	
  open	
   state-­‐of-­‐the-­‐art	
   implementa@ons	
  are	
  lacking	
  
for	
   many	
   modali@es.	
   Even	
   in	
   fingerprint	
   recogni@on,	
  where	
   the	
   standardised	
  minu@ae	
   template	
  
format	
  has	
  greatly	
  improved	
  interoperability	
  and	
  facilitated	
  research,	
  there	
  is	
  hardly	
  any	
  open	
  state-­‐
of-­‐the-­‐art	
  algorithm	
  available.	
  NIST	
  had	
  done	
  great	
  work	
  with	
  NFIS/NBIS	
  but	
  this	
  soeware	
  has	
  aged	
  
since	
   its	
  publica@on	
  and,	
   nowadays,	
   the	
   performance	
  of	
  MINDTCT,	
   for	
   instance,	
   is 	
  quite	
  poor.	
   In	
  
academic	
   papers,	
   oeen	
   very	
   promising	
   feature	
   extrac@on	
   algorithms	
   are	
   published,	
   which	
   could	
  
serve	
  well	
  in	
  template	
  protec@on	
   schemes	
  but	
   important	
  details	
  are	
  not	
   revealed	
  and	
   no	
  code	
  is	
  
published.	
  Coopera@ve	
  development	
   by	
  the	
  academic	
  community	
   based	
  on	
   open	
  algorithms	
  (in	
  a	
  
form	
   that	
  allows	
   ready	
   deployment)	
   will	
  yield	
  much	
   beJer	
   results,	
  than	
   protec@ng	
   new	
   ideas	
  by	
  
patents	
  and	
  withholding	
  informa@on.	
  Such	
  a	
  development	
  campaign	
  will	
  lead	
  to	
  a	
  change	
  for	
  more	
  
openness,	
  modularity	
  and	
  extendibility	
   in	
  biometric	
  system	
  components.	
  This 	
  is 	
  needed	
  in	
  order	
  to	
  
allow	
   easy	
   deployment,	
   public	
  evalua@on,	
  and	
  extension	
   of	
   func@onality,	
   e.g.	
   for	
   mul@-­‐biometric	
  

–	
  3	
  –



fusion,	
   spoof-­‐detec@on,	
   template	
   protec@on,	
   duplicate	
   enrolment	
   check,	
   quality	
   assessment.	
  
Research	
  topics	
  include:

• Standardised	
  data	
  formats	
  and	
  interfaces	
  as	
  well	
  as	
  modular	
  frameworks	
  that	
  facilitate	
  
integra@on	
  and	
  exchange	
  of	
  components	
  (sensors,	
  algorithms,	
  database,	
  etc.)	
  in	
  biometric	
  
systems

• Open	
  biometric	
  algorithms	
  that	
  allow	
  public	
  evalua@on	
  of	
  their	
  strengths	
  and	
  weaknesses.

• Biometric	
  sensors	
  that	
  allow	
  retrieval	
  of	
  the	
  raw	
  captured	
  data	
  (e.g.	
  images)	
  to	
  be	
  used	
  in	
  
open	
  algorithms	
  for	
  specialised	
  tasks,	
  e.g.	
  spoof-­‐detec@on,	
  template	
  protec@on,	
  quality	
  
assessment,	
  data	
  reduc@on	
  

2.6 Evalua5ons	
  and	
  Databases
Research	
   on	
   biometrics	
   requires	
   databases	
   for	
   the	
   development	
   and	
   tes@ng	
   of	
   methods.	
   Large	
  
databases	
   are	
   also	
   crucial	
   for	
   the	
   formal	
   evalua@on	
   and	
   cer@fica@on	
   of	
   biometric	
   systems.	
  
Evalua@on	
  and	
  cer@fica@on	
  of	
  biometric	
  systems	
  in	
  their	
  turn	
  are	
  crucial 	
  for	
  trusted	
  deployment	
  and	
  
need	
  to	
  be	
  developed	
  further.	
  At	
  present	
  data	
  protec@on	
  regula@ons	
  make	
  it	
  difficult	
  to	
  collect	
  and	
  
distribute	
  databases	
  for	
  research	
  and	
  evalua@on.	
  Research	
  topics	
  include:

• Data	
  privacy	
  regula@on	
  compliant	
  composi@on	
  of	
  biometric	
  databases	
  for	
  research	
  
purposes.

• Data	
  protec@on	
  compliant	
  opera@onal	
  frameworks	
  for	
  biometrics	
  evalua@on	
  and	
  tes@ng	
  in	
  
mul@-­‐party	
  sehngs	
  (shared	
  but	
  secured	
  compu@ng	
  and	
  storage	
  of	
  resources	
  for	
  the	
  
transparent	
  evalua@on	
  and	
  tes@ng	
  of	
  biometrics	
  between	
  mul@ple	
  inter-­‐connected	
  sites).

• The	
  development	
  of	
  European	
  schemes	
  for	
  the	
  cer@fica@on	
  of	
  biometric	
  technologies,	
  
including	
  those	
  which	
  address	
  security,	
  performance	
  and	
  usability	
  in	
  a	
  single	
  evalua@on	
  and	
  
are	
  robust	
  to	
  minor	
  changes	
  in	
  configura@on.

2.7 Vascular	
  biometrics
Vascular	
  (vein)	
  biometrics	
  is	
  an	
  emerging	
  biometric	
  technology	
  with	
  two	
  strong	
  advantages:	
  (1)	
  Very	
  
low	
  recogni@on	
  error	
  rates 	
  have	
  been	
  reported.	
  This 	
  renders 	
  vascular	
  biometrics	
  suitable	
  for	
  high-­‐
security	
   applica@ons.	
   (2)	
   Unlike	
  fingerprints	
  and	
   faces,	
   the	
   biometric	
   data	
  cannot	
   be	
  copied	
   from	
  
traces	
   or	
   by	
   covert	
   observa@on.	
   This	
   reduces	
   the	
   possibili@es	
   for	
   abuse,	
   e.g.	
   in	
   the	
   form	
   of	
  
presenta@on	
  aJacks.	
   These	
  advantages	
   open	
   the	
  way	
   for	
   usage	
   in	
   high-­‐security	
   applica@ons.	
   At	
  
present,	
   most	
   aspects	
   of	
   vascular	
   biometric	
   technology	
   are	
   proprietary	
   and	
   owned	
   by	
   a	
   small	
  
number	
  of	
  non-­‐European	
  vendors.	
  Commercial	
  vascular	
  biometrics	
  is 	
  only	
  available	
  as	
  an	
  integrated	
  
system.	
  This	
  means	
  that	
  the	
  sensors	
  are	
  ‘closed’	
  and	
  do	
  not	
  give	
  access	
  to	
  raw	
  vascular	
  images.	
  Due	
  
to	
   the	
   limited	
   availability	
   of	
   open	
   sensors 	
   and	
   databases,	
   the	
   academic	
   research	
   on	
   vascular	
  
biometrics	
  in	
  the	
  EU	
  has 	
  been	
  limited,	
  in	
  spite	
  of	
  its	
  poten@al	
  applica@ons	
  and	
  academic	
  challenges.	
  
A	
   condi>o	
   sine	
   qua	
   non	
   for	
   widespread	
   deployment,	
   including	
   official 	
   and	
   public	
   use,	
   is	
   the	
  
availability	
   of	
   academic	
   exper@se	
   in	
   combina@on	
   with	
   the	
   availability	
   of	
   open-­‐source	
   databases,	
  
sensors	
   and	
   algorithms,	
  and	
   the	
  existence	
   of	
   standards.	
  Vascular	
  biometrics 	
  has	
   the	
  poten@al	
  to	
  
become	
  a	
  standard	
  biometric	
  modality	
  in	
  a	
  range	
  of	
  applica@ons	
  including	
  passports	
  and	
  ID	
  cards	
  if	
  
it	
  is 	
  allowed	
   to	
  mature	
  and	
  if	
   the	
   relevant	
  exper@se	
  becomes	
  generally	
  available.	
  Research	
  topics	
  
are:
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• Sensor	
  prototypes	
  that	
  produce	
  images	
  of	
  vascular	
  paJerns	
  for	
  finger,	
  palm	
  and	
  dorsal	
  
hand.	
  Careful	
  design	
  and	
  subsequent	
  image	
  processing	
  are	
  required	
  in	
  order	
  to	
  obtain	
  high-­‐
quality	
  images.	
  

• 	
  Data	
  collec@on	
  for	
  the	
  development	
  of	
  vascular	
  paJern	
  recogni@on	
  methods	
  and	
  for	
  their	
  
tes@ng.	
  

• An	
  evalua@on	
  protocol	
  must	
  be	
  set	
  up	
  for	
  objec@vely	
  comparing	
  vascular	
  paJern	
  
recogni@on	
  methods.

• The	
  development	
  of	
  compe@@ve	
  vascular	
  biometric	
  technologies,	
  including:	
  image	
  modeling	
  
based	
  on	
  physiology	
  and	
  the	
  image	
  acquisi@on	
  process;	
  improved	
  normaliza@on;	
  features	
  
that	
  are	
  robust	
  to	
  alignment	
  errors	
  and	
  illumina@on	
  differences;	
  and	
  sample	
  quality.

• Privacy	
  aspects	
  and	
  societal	
  issues.	
  Certain	
  diseases,	
  e.g.	
  thrombosis,	
  and	
  gender	
  are	
  known	
  
to	
  be	
  reflected	
  in	
  the	
  vascular	
  paJern.	
  This	
  is	
  personal	
  informa@on	
  that	
  should	
  be	
  protected	
  
in	
  order	
  to	
  avoid	
  abuse

• Countermeasures	
  for	
  presenta@on	
  aJacks.	
  

• Standardiza@on.	
  

2.8 Mobile	
  Biometrics,	
  Cloud	
  Compu5ng,	
  and	
  Universal	
  Access
Biometrics	
  is	
  becoming	
  a 	
  user-­‐friendly	
  method	
  of	
   access 	
  control	
  for	
  mobile	
  devices 	
  such	
  as	
  smart	
  
phones	
  and	
  tablets.	
  With	
  it	
  comes	
  the	
  advantage	
  of	
  on-­‐going	
  authen@ca@on:	
  a 	
  user’s 	
  iden@ty	
  can	
  be	
  
verified	
  not	
  only	
  at	
  login	
  @me,	
  but	
  also	
  during	
   interac@on	
  with	
  the	
  device,	
  for	
  instance	
  by	
  means 	
  of	
  
face	
  or	
  voice	
  recogni@on.	
  Through	
  these	
  devices 	
  biometrics	
  provide	
  access	
  to	
  cloud	
  compu@ng	
  and	
  
storage,	
  which	
  may	
  unlock	
  large	
  quan@@es	
  of	
  possibly	
  sensi@ve	
  or	
  cri@cal	
  data	
  and	
  at	
  the	
  same	
  @me	
  
offer	
  new	
  op@ons	
  for	
  biometric	
  authen@ca@on.	
  The	
  following	
  research	
  topics	
  can	
  be	
  iden@fied:

• Unobtrusive	
  reliable	
  authen@ca@on	
  towards	
  ubiquitous	
  mobile	
  devices	
  (Smartphones,	
  
Tablets).

• Research	
  on	
  authen@ca@on	
  systems	
  with	
  biometric	
  smartphones/tablets	
  and	
  NFC	
  enabled	
  
access	
  control	
  to	
  SmartHomes

• Embedded	
  vs	
  Cloud	
  (local	
  versus	
  server)-­‐based	
  authen@ca@on	
  with	
  mobile	
  devices

• Biometric	
  cloud	
  compu@ng	
  (biometric	
  recogni@on	
  in	
  the	
  cloud):	
  legal	
  (data	
  protec@on)	
  
issues	
  and	
  technical	
  challenges	
  of	
  secured	
  and	
  privacy-­‐enhanced	
  applica@ons	
  for	
  
iden@fica@on/authen@ca@on	
  of	
  users	
  in	
  the	
  cloud.	
  

• Universal	
  access	
  to	
  biometric	
  systems	
  exploi@ng	
  ubiquitous	
  sensors
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2.9 New	
  border	
  control	
  systems	
  
It	
  is	
  to	
  be	
  expected	
  that	
  the	
  performance	
  of	
   face-­‐	
  and	
  fingerprint-­‐based	
  border	
  control	
  systems	
  will	
  
reach	
  a	
  limit	
  as	
  the	
  number	
  of	
  users	
  and	
  the	
  need	
  for	
  unaJended	
  access	
  increases.	
  This	
  means	
  that	
  
there	
  will	
  be	
  a	
  need	
  for	
  alterna@ves	
  and	
  further	
  improved	
  systems.	
  Research	
  topics	
  include:

• Improved	
  face	
  recogni@on	
  (note	
  that	
  US	
  is	
  strongly	
  focussing	
  on	
  that).

• Alterna@ve	
  biometrics	
  such	
  as	
  vein-­‐based	
  and	
  3d	
  face	
  based	
  systems	
  as	
  well,	
  which	
  have	
  far	
  
beJer	
  privacy	
  proper@es.	
  Vein	
  biometrics	
  seems	
  also	
  beJer	
  suited	
  for	
  biometric	
  template	
  
protec@on.

• Integra@on	
  of	
  biometric	
  border	
  control	
  systems	
  with	
  other	
  services,	
  such	
  as	
  automated	
  
boarding.

2.10 Biometrics	
  to	
  protect	
  cri5cal	
  infrastructures	
  
A	
   lot	
   of	
   effort	
   has	
   been	
   spent	
   on	
   protec@ng	
   cri@cal	
   infrastructures	
  such	
   as	
   SCADA	
   systems	
   and	
  
storage	
  of	
  medical	
  data	
  against	
  cyber-­‐aJacks,	
  but	
  in	
  general	
  these	
  systems	
  are	
  not	
  well	
  protected	
  
against	
   human	
  carelessness	
  at	
  system	
   terminals	
  or	
   violent	
   take	
  overs.	
  Biometrics 	
  can	
  be	
  used	
  to	
  
protect	
   terminals 	
  in	
   a	
  reliable,	
   user-­‐friendly	
  way.	
  Because	
  of	
   the	
  variety	
  of	
   human	
   behaviour	
   and	
  
interac@on	
  styles	
  with	
  such	
  systems,	
  even	
  during	
  a 	
  single	
  session,	
  this 	
  calls	
  for	
  a	
  specific	
  approach,	
  
relying	
  on	
  mul@-­‐biometrics,	
  offering	
  con@nuous	
  iden@ty	
  monitoring	
  and	
  protec@on.	
  Research	
  topics:

• Study	
  of	
  human	
  behaviour,	
  assessments	
  of	
  security	
  risks,	
  and	
  selec@on	
  of	
  appropriate	
  
biometrics	
  for	
  various	
  applica@ons.

• Integra@on	
  with	
  the	
  security	
  architecture	
  of	
  the	
  (high-­‐security)	
  applica@on.	
  

2.11 Biometrics	
  in	
  forensics	
  and	
  in	
  surveillance	
  applica5ons
In	
   these	
  applica@ons	
  biometrics 	
  can	
   be	
  used	
   in	
   3	
  ways:	
   (1)	
   preven@on	
   of	
   crime	
   by	
   the	
   real-­‐@me	
  
detec@on	
   of	
   poten@al	
  offenders	
   via	
   CCTV	
   systems,	
   (2)	
   iden@fica@on	
   of	
   offenders	
   on	
   surveillance	
  
videos,	
  and	
  (3)	
   using	
  biometric	
  comparison	
   scores	
  as 	
  quan@ta@ve	
  evidence	
   that	
  a	
  suspect	
  was	
  or	
  
was	
  not	
  at	
  a 	
  crime	
  scene.	
  All 	
  cases 	
  put	
  strong	
  requirements	
  on	
  the	
  biometric	
  recogni@on	
  technology	
  
that	
  is	
  used	
  as	
  it	
  should	
  work	
  under	
  uncontrolled	
  condi@ons.	
  Research	
  topics	
  are:

• Robustness:	
  research	
  on	
  face	
  recogni@on	
  in	
  highly	
  unconstrained	
  environments	
  (low	
  
resolu@on,	
  low	
  quality)	
  using	
  robust	
  techniques	
  or	
  quality	
  enhancement

• Research	
  on	
  mul@-­‐lingual	
  Forensic	
  Automa@c	
  Speaker	
  Recogni@on	
  that	
  is	
  suited	
  for	
  Law	
  
Enforcement	
  Agencies	
  (LEA)

• Ageing	
  and	
  heterogeneous	
  biometrics:	
  research	
  on	
  biometrics	
  across	
  @me	
  and	
  sensors,	
  to	
  
evaluate	
  the	
  performance	
  degrada@on	
  of	
  biometrics	
  in	
  @me	
  and	
  across	
  different	
  sensors	
  
(CCTV,	
  Near-­‐infrared,	
  …)	
  to	
  develop	
  novel	
  biometrics	
  robust	
  in	
  @me	
  and	
  across	
  sensors	
  (for	
  
instance,	
  comparison	
  of	
  face	
  sketches	
  to	
  mugshot	
  images).
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• Data	
  privacy	
  compliant	
  database	
  collec@on	
  for	
  forensic	
  tes@ng	
  (urgent,	
  these	
  databases	
  do	
  
not	
  exist)

• Data	
  privacy	
  compliant	
  tes@ng	
  and	
  evalua@on	
  of	
  forensic	
  biometrics.

• Eviden@al	
  value:	
  research	
  on	
  calibra@on	
  techniques	
  of	
  biometric	
  evidences

• Use	
  of	
  biometric	
  data	
  obtained	
  with	
  mobile	
  devices	
  such	
  as	
  smart	
  phones

• Fundamental	
  research	
  into	
  the	
  psychology	
  of	
  mo@va@on,	
  examiner	
  bias,	
  and	
  training	
  needs	
  
of	
  human	
  examiners/operators	
  in	
  forensic	
  and	
  surveillance	
  applica@ons.

2.12 Extended	
  possibili5es	
  for	
  verifica5on	
  of	
  token	
  ownership
The	
  biometric	
  passport	
  and	
  iden@ty	
  cards	
  are	
  established	
  examples	
  of	
   how	
  biometrics 	
  can	
  be	
  used	
  
to	
  verify	
  token	
  or	
  document	
  ownership.	
  In	
  a	
  society	
  where	
  cer@fica@on	
  of	
  professionals	
  is	
  becoming	
  
important,	
  it	
  could	
  be	
  aJrac@ve	
  to	
  prevent	
  fraud	
  by	
  extending	
  this	
  concept	
  to	
  other	
  documents	
  and	
  
registra@on	
  creden@als.	
  A	
   chip,	
  as	
  is	
  used	
  in	
  passports	
  is	
  a	
  possible	
  op@on,	
  but	
  is	
  too	
  expensive	
  for	
  
many	
  other	
  documents	
  that	
  are	
  usually	
  printed	
  on	
  paper.	
  Biometric	
  template	
  protec@on	
  technology	
  
offers 	
  an	
   interes@ng	
   secure	
  alterna@ve	
  as	
  it	
  stores	
  the	
  biometric	
  data	
  as	
  a	
  binary	
  code	
  that	
  cannot	
  
be	
  retraced	
  to	
  the	
  underlying	
  biometric	
  data.	
  The	
  binary	
  code	
  can	
  be	
  printed	
  on	
  the	
  document	
  as	
  a	
  
bar	
  or	
   QR	
  code	
  and	
  verifica@on	
  can	
   be	
  done	
  with	
  a	
  standard	
   code	
  reader	
   coupled	
  to	
   a	
  biometric	
  
device.	
  Research	
  topics:

• Use	
  of	
  biometrics	
  in	
  linking	
  European	
  qualifica@ons	
  to	
  prac@ce	
  professions 	
  to	
  the	
  individual.	
  
In	
   order	
   to	
   support	
   the	
   mobility	
   of	
   professionals	
   and	
   to	
   protect	
   against	
   individuals	
  
masquerading	
   as 	
   others	
   with	
   qualifica@ons,	
   systems	
   could	
   be	
   designed	
   to	
   provide	
   for	
  
standardised	
  formats	
  of	
  biometric	
  linkage	
  to	
  documenta@on	
  and	
  registra@on	
  creden@als.

March	
  2013

Contact:	
  secretariat@eab.org
Website:	
  www.eab.org	
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