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* Europe’s Schengen area

* eu-LISA (history, portfolio)

* The European Entry-Exit System (EES)
* The shared Biometric Matching Service (sBMS)

* Fingerprint quality challenges and next steps



Europe’s Schengen Area - LISA
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IT Systems in the Area of Freedom, Security and Justice (eu-LISA)
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* The Schengen Area covers 26 countries v o Bl conry
with a population of ~420 million people « £ countryautsid Schengenares

Schengen candidate country (EU)

* Core part of EU law, and all EU member
states which have not already joined the
Schengen Area are legally obliged to do so
when technical requirements have been
met.

* Lifting internal but strengthening external
border control

Source: European Parliament, European Commission europarl.eu




LiSA

EurapeanUnion Agency for the Operational Managemnent of Large-Scale
IT Systems in the Area of Freedom, Security and Justice (eu-LISA)

* European Union Agency for the Operational
Management of Large-Scale IT Systems in the Area
of Freedom, Security and Justice

 Established in 2011, started operations on
01/12/2012

» Agency's mandate was reinforced with Regulation
(EU) 2018/1726

* Headquarters: Tallinn, Estonia

* Operations: Strasbourg, France

* Backup site: Sankt-Johann im Pongau (Austria)
* Liaison office: Brussels, Belgium

289 statutory staff today, 370 posts planned by 2022



LiSA

EurapeanUnion Agency for the Operational Managemnent of Large-Scale
IT Systems in the Area of Freedom, Security and Justice (eu-LISA)

* Core mission:
* be dedicated to continuously add value to
Member States, supporting through
technology their efforts for a safer Europe.

Provision supporttoMS.

Data Quality Assurance

. d
Continuous an
uninterrupted mgmt-

* Overall vision:

* to provide high-quality efficient services
and solutions

* to build trust amongst all stakeholders and
continuously align the capabilities of
technology with the evolving needs of the
Member States Develop & implement

* togrow as a centre of excellence interop. components




eu-LISA — System portfolio
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EuropeanUnion Agency for the Operational Management of Large-Scale
IT Systems inthe Area of Freedom, Security and Justice (eu-LISA)

European Criminal Records

Information System (ECRIS-TCN)/
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European Travel Information
and Authorization System
(ETIAS) /




Entry-Exit System — overview
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EES development and operational
management entrusted to eu-LISA

IT Systems in the Area of Freedom, Security and Justice (eu-LISA)
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https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32017R2226&from=EN

Main purposes of EES LiSA

EuropeanUnion Agency for the Operational Management of Large-Scale
IT Systems inthe Area of Freedom, Security and Justice (eu-LISA)

Enhance the efficiency of border checks

e Enhance the efficiency of border checks by calculating and monitoring the duration
of the authorised stay on the entry and exit of third country nationals admitted for
a short stay

Assist in the identification of third country nationals

e Assistin the identification of third country nationals who do not or no longer fulfil
the conditions for entry to, or for short stay on, the territory of the Member States

Allow for the identification and detection of overstayers

e Allow for the identification and detection of overstayers and enable the competent
national authorities of the Member States (MS) to take appropriate measures




Main purposes of EES LiSA
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Effective management of authorised short-stays

e Allow for the effective management of authorised short-stays (entries, exits and
refusals)

Automation of border checks

e Enable automation of border checks and improve detection of document and
identity fraud

Information about authorized stay

e Inform third country nationals about the duration of their authorised stay




Main purposes of EES LiSA
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Support migration policy making

e Gather statistics to improve assessment of risk and support migration policy
making

Reinforce internal security

e Reinforce internal security and the fight against terrorism and serious crime by
identifying perpetrators, suspects and victims of those offences (Law Enforcement)

Support increased load at the Schengen borders

e Help member states in dealing with ever increasing number of travellers to the EU
without having to increase the number of border guards



Biometric data flow in EES BMS =EISA
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Data quality check

* FMR, FNMR, FPIR, FNIR:

the legal base *  Min 600x800 px (in * 4fingers
e accuracy measured portrait mode) * 500 or 1000ppi
centrally * Max 1200x1600px « 256 grey levels
* multi-modal fusion * Min 120px between eyes e ANSI/NIST-ITL 1-
* ISO/IEC 19794-5:2011 2011 Update
ik Low quality data can Frontal image type 2015

be updated later !




Shared Biometric Matching Service
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> 500 million template records (*)
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Entry-Exit System
4-print flat, live FI

Visa Information System
10-print flat, FI

Schengen Information

System
10-print flat, 10-print rolled,
latent prints (*), palm prints, Fl

EURODAC
10-print flat, 10-print rolled, FI

ECRIS-TCN
10-print flat, FI




FP quality - USK LiSA
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User Software Kit

» Ensure the quality of biometric data at MS level and consistency with the central site
» At the moment only Fingerprint and Face quality assessment

» Fingerprint
»> NFIQ2
» Proprietary metric
» Uniqueness control
» Image segmentation
» 1 finger and slap quality assessment

» Currently under beta testing



FP quality - Main challenges | LiSA
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Data quality

» Legacy data from the different Core Business Systems

» Non-harmonized data quality, different thresholds per business domain

> Different metrics per business domain EES VIS ECRIS-TCN SIS I
o ---------- o ---------- o ----------
» Different failure to enrol rates (FTE) g o o
o o

» Biometric quality as: o ) Y
- . . Mo P &
» Prediction of the matching algorithm Q5 3 S

» Usefulness for human inspection
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* In addition, eu-LISA will deal with different types of fingerprints

* Different technologies
e Classical contact sensors
* Contactless sensors
» Capacitive, thermal, resistive, ...

* Different resolutions
* 500 dpi
* 1000 dpi

* Different presentations
* Flat, slaps
* Rolled




FP quality - Main challenges | LiSA
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* Rely on ISO standards
* Guarantee interoperability
* Prevent from vendor lock-in

* Shortcomings and non-readiness of NFIQ2
to cover the whole palette of business
* Rolled fingerprints
* Touchless fingerprints
* 500 and 1000 dpi




FP quality — Next steps LiSA
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* Rely on international standards — Liaison with ISO SC37

* Harmonise quality among systems

* NFIQ2

* eu-LISA to start applying
* Previous analysis on the
* Previous analysis on the
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* Necessity to analyse qua
* Rolled fingerprints
* Contactless fingerprints

F

-1Q2 when sBMS EiO
Q2 — proprietary algorithms correlation

Q2 — sBMS matching algorithms correlation

ity of different kind of fingerprints

* Necessity of a future proof algorithm



Thank you for your attention!

cab@eulisa.europa.eu
www.eulisa.europa.eu

u@eulisa_agency “ @agencyeulisa E euLISAagency @company/eu-lisa
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