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Alternative technologies to identifying people

3D face Smartphone based identification
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Vulnerabilities and Countermeasures

= Detection
= Face morphing attacks |
* Presentation attacks —) i“
* |mposter frauds on manual and ! |
automatic verification d * Travellers arriving in waves

= Attacks on IT security = ¥ » High volume of travellers

Field/Operational Environment Testing

Enhanced document verification scenario

* Breeder documents — Document issuance
* Travel documents — document verification

=4 Highly automated border post

= Development of countermeasures
against attacks

» Manual passport controls
* No automated biometric verification systems

o ) Coach scenario
* No fixed post
» Crowded, confined space
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